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Chapter 1: iPrismGlobal Infrastructure Overview
This section details the iPrismGlobal infrastructure.
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Figure 1-1. Hosting Overview
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1.1 Servers

iPG servers include:

Server External IP Internal IP Login Role
Load Balancer 216.xx.xxx.210
216.XX.XXX.212
216.xX.XXX.213
216.xx.xxx.214
PrismWeb1l 216.xX.Xxx.220 192.xx.xxx.100 Administrator Primary web server
192.xx.xxx.104 password Hosts non load balanced portals
192.xx.xxx.102
192 .xx.xxx.101
PrismWeb2 216.XX.XxxX.221 192.xx.xxx.50 Administrator Secondary Web server
192.xx.xxx.120 password
192.xx.xxx.121
192.xx.xxx.122

PrismFilel 216.xx.xxx.209 192.xx.xxx.50 Administrator File server that all dynamic data resides on, such as the data directory
password for portals

PrismSqll 216.xx.xxx.208 192.xx.xxx.100 Administrator Database server
password Has laser app and rep database sync apps

SMTP is hosted on each web server: PrismWeb1, PrismWeb2, PrismFilel, and PrismSqll.
PrismFilel and PrismSQL1 also have FTP access. FTP access is setup for individual user accounts that senior development staff have. You may
add additional accounts through Remote Desktop Connection using the server information above and adding a user account.

1.1.1 DNS

DNS hosting is done through a combination of GoDaddy and LightEdge services. You setup a new DNS through GoDaddy using their Total
DNS Management tool. GoDaddy changes can be made by using the following:

= Login Name — xxx
= Password — Xxx

Base domains, such as iPrismGlobal.com and iPrismGlobal.net, are hosted with LightEdge and updates to sub domains or the domain can be
done by emailing xxx by a registered account administrator.

1-2 iPrismGlobal Infrastructure Overview
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1.1.2 Firewall

Port changes for the firewall can be handled by an authorized account administrator for our LightEdge account by e-mailing xxxx.

1.1.3 E-mail

Hosted exchange services are provided by LightEdge and administered via a member login at www.lightedge.com. Administrator users are

currently XXxxx.

1.1.4 Virtual Private Network (VPN)

VPN is available to the Prism office network and users are managed via the Prismapp server VPN Users group. The Prismapp server is located at
Berthel and resides with the VPN on the same server.

You can access the Prismapp server via a Remote Desktop Connection from the Prism office using the following:

= Server Name — Prismapp
= Login Name — Administrator
= Password — password

> Note: Install the VPN before trying to access Prismapp from outside the home office.

1.1.4.1 Installing the VPN
To install the VPN:

1.

2
3
4.
5

Download the VPN.zip from xxxx into a temporary folder.
Right-mouse click on the VPN.zip and select Extract Here.

Double-click the vpnclient_setup.exe and follow the DEFAULT installation instructions.

After installation, open the VPN client and select Import.
Import the prism.pcf file in the root of the vpn.zip file.

iPrismGlobal Infrastructure Overview
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1.1.4.2 Adding an Account to the VPN
To add an account to the VPN:

1.

© N o 0o b~ w0 DN

Use a Remote Desktop Connection to connect to Prismapp.

Select Start > All Programs > Administrative Tools > Active Directory.

Select the Users folder.

Right-mouse click and select New.

Enter the User’s Name and Password.

Right-mouse click on the User Name and select Add to Group.
Select VPN Users and click OK.

Log off the Remote Desktop Connection.

1.1.4.3 Deleting an Account from the VPN
To delete an account from the VPN:

1.

N oo g s~ w Db

Use a Remote Desktop Connection to connect to Prismapp.
Select Start > All Programs > VPN.

Select the Administrative Tools > Active Directory.

Select the Users folder.

Right-mouse click and select Remove.

Click OK.

Log off the Remote Desktop Connection.

1.1.5 Visual SourceSafe

All source code is in Visual SourceSafe which resides on the Prismapp server and requires VPN access if outside the home office. Using the
Visual SourceSafe administration console, use the following login:

= Server Name — Prismapp
= Login Name — Administrator
= Password — password

1-4
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1.2 Load Balancer Flow

The following table details the sites and IP addresses, and if that site is part of the Load Balancer.

Internal Address

Internal Address

Load

URL IP Address Cert 1 5 Sticky Balance Notes
www.iprismglobal.com 216.xx.xxx.210 192.xx.xxx.100 192.xx.xxx.120 Yes Yes
redirects to
www.iprismglobal.net 216.xx.xxx.210 192 .xx.xxx.100 192 .xx.xxx.120 No Yes iprismglobal.com
redirects to
iprismglobal.com 192 .xx.xxx.100 192 .xx.xxx.120 No Yes iprismglobal.com
SSO Application -
www.iprismglobal.com:8080 216.xx.xxx.210 192.xx.xxx.100 No No PrismWeb1l
Remote Desktop PrismWeb1 216.xX.xxx.220 192.xx.xxx.120
prism3.iprismglobal.net 216.xx.xxx.214 192.xx.xxx.104 No No PrismWeb1l
ided.iprismglobal.net 216.xx.xxx.214 192.xx.xxx.104 No No
connect.berthel.com 216.xx.xxx.210 | Berthel 192 .xx.xxx.100 192.xx.xxx.120 Yes Yes
WwWWw.smrone.com 216.xXX.xxX.213 | SMROne | 192.xx.xxx.102 192 .xx.xxx.122 Yes Yes
redirects to
www.smrone.net 216.XX.XxX.213 No Yes smrone.com
redirects to
www.smrone.info 216.XX.XxX.213 No Yes smrone.com
redirects to
smrone.com 216.XX.XxX.213 No Yes smrone.com
redirects to
www.securitiesmanagementresearch.com | 216.xx.xxx.213 No Yes smrone.com
Remote Desktop PrismWeb2 216.xx.xxx.221 192.xx.XxX.122

Items not load balanced only point at PrismWeb1
FTP and Remote access will still be needed

Address exists
Address to be added
Address for testing

iPrismGlobal Infrastructure Overview
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Chapter 2: Basic Processes

This section details basic processes common to many troubleshooting solutions, such as logging into the
web servers and restarting an 11S.

2.1 Making a Remote Desktop Connection
To make a remote desktop connection to the web servers using the IP address:

1. Select Start > All Programs > Accessories > Remote Desktop Connection.

< XPS Viewer ]
Accessories
'| Calculator
B Command Prompt
&s7 Connect to a Network Projector
B connect to a Projector
| Getting Started
\_r-"_’ Math Input Panel
-] Notepad
</ Paint

3 Remote Desktop Connection k
& Run

Figure 2-1. Remote Desktop Connection
2. Enter the IP address as the Computer name.

R

Remote Desktop
» Connection

Computer: IExample: computer fabrikam.com j

Username:  MNone specified

The computer name field is blank. Enter a full remote computer
name.

¥ Options | Connect Help

Figure 2-2. Remote Desktop Connection Computer

3. Click the Connect button.

2-1 Basic Processes
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2.2 Checking the Web Server’s Services are Running

The e-mail administrator receives an e-mail from LightEdge if an issue occurs. Use a Remote Desktop
Connection to determine if the services are running on both web servers.

1. Login to the web server using a Remote Desktop Connection.
2. Select Start > All Programs > Administrative Tools. “- Administrative Tools
3. Double-click Services. @ Services

'Q, Services M=] E3 I

File  Action Miew Help

CoENEEN DT

. Services {Local) _q Services (Local)

Select an item to view its description, Mame = | Drescription | Skatus I Startup Type I Log On As | &
&k Apache Tomcat 6 &pache To... Manual Local System |
£} Applicakion Experie... Processes... Skarked Aubamatic Laocal Syskem
‘£ application Host He... Provides a...  Starked Aubamatic Local Syskem
‘&l application Informa.., Facilitates ... Manual Local Syskem
&l application Layer G...  Provides s... ranual Local Service
& Application Manage... Processesi... Manual Local Syskem
£} ASPUMET State Ser...  Prowides s... Manual Metwark. 5., ..
{£}Background Intellig... Transfersf... Skarted Automatic (Delayed Stark)  Local Syskem
£ Backup Agent Backsupd... Skarted Aubamatic Local Syskem
{£)Base Filtering Engine ~ The Base F...  Started Aubomatic Local Service
‘L Certificate Propaga... Propagate...  Started fanual Local Syskem
(5L CNG Key Isolation The CMG k... Manual Local Syskem LI

Extended A Standard /

Figure 2-3. Administrative Tools

4. View the Status of the Service, such as FTP or a web server, to verify that it is Started.
5. Perform this on BOTH web servers.
6. Log off the Remote Desktop Connections.

2.2.1 Restarting Services Using Administrative Tool
To restart services using the Administrative Tool:

1. Login to the web server using a Remote Desktop Connection.

2. Select Start > All Programs > Administrative Tools, - Administrative Tools
3. Double-click Services. @ Services

4. Right-mouse click on the Service and select Start.

5. Log off the Remote Desktop Connection.

Basic Processes 2-2
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2.2.2 Restarting the FTP and SMTP Services

This typically pertains to FTP and SMTP services. The status of a service will display Stopped if the
service is not running. To restart a service:

1. Login to the web server using a Remote Desktop Connection.
2. Select Start > All Programs > Internet Information Services (11S) 6.0 Manager.

3. Select the Service.

t Internet Information Services {I15) 6.0 Manager H=]

‘,'_“g File  Action Miew indow  Help |;[i|£|
o mEd= HE &> 10
-Eg Internet Information Services Compuker Version Stakus
= % 8 PRISMWEE! {local computer) =

= I FTP Sites

& Default FTP Site
[l e [SMTP Virtual Server #1]

% Diomains
ﬁ Current Sessions ‘I I ﬂ

Figure 2-4. Internet Information Services (11S) 6.0 Manager

4. Right-mouse click on the service and select Start.
5. Log off the Remote Desktop Connection.

2-3 Basic Processes
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2.3 Restarting the 1IS

To restart the 11S:
1. Select Start > All Programs > Internet Information Services (11S) Manager.

2. Right-mouse click on the PrismWeb1 or PrismWeb2. 115 Manager
“!E' Internet Information Services (I1S) Manager =]
@k, [*?3 b PRISMWEEL | & <] P | ~

File  Wiew  Help
T @9 PRISMWEB1 Home
ﬁ,* (m | |E§, ks Manage Server
&3 Start Page — « Restart
- T I, | Sroup by Ares = > Start
q;i Application Poals ASP.NET = =
&, FTP sites s , o
=-La] 385 N U 9& View Application Poals
[+-4# Berthel o . = et i
- &) Default Web Site MET MET MET Trust  Application Ve
@ cresnorld Corpilation  Globalizakion Levels Settings @ Help
'ﬂ‘ GreenworldR edirect = E—\ ; online Help
@ IDED ah| ‘? E :E: !& " —
+-4s) InFoRout: ] o
H g n.n e Connection  Machine Key  Pages and Providers
" Prismi3 Skrings Controls
-l SMRONE
'ﬁ‘ 550 @
-6 v4 =
Session Skake  SMTP E-mail
IIS
L] r\l aﬁql - ﬂ
P | | » EFeatures Wig |y _ Content View
Ready E_—f]_:g

Figure 2-5. Internet Information Services (11S) Manager

3. Select Actions > Restart.

2.4 Verify the Load Balancer Issues

If it appears that you may have issues with the Load Balancer, contact LightEdge.

2.5 Contacting LightEdge Technical Support

Always attempt to rectify the issue and call Craig BEFORE calling LightEdge.
LightEdge Support:

= 1 (877) 771-xxXxX

= Xxxx@lightedge.com

Basic Processes 2-4
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Chapter 3: Troubleshooting

This section details page and system level errors, database issues, server errors, and portal
troubleshooting.

3.1 Is this a page level error that returns a system error?

First determine if the error is a page level error that is returning a system error. Page level errors are the
main type of issues you will encounter. You can view the error e-mail that the administrator receives or
you can FTP or Remote Desktop Connection to the error.log at the portal to view issues.

1. Check the e-mail error or the error.log file in the root of the portal that details what the asp.net
error was.

= D:\inetpub\wwwroot is the root directory of the web server where the error.log resides and
displays the LAST error only.

= The e-mail error displays the following:

Error Path — Exact path to the page.

Error Raw Url — Raw URL associated with the page.
Error Message — Error message describing the error.
Error Source — Module that is having the issue.
Error Server Name — Location of the portal.

\Qé System Error

Error Reported
An Error has occured and a mes=age has been sent to support.

We are very sorry if you had a problem. If you would like additional help feel free to go to the Help Desk and create a support item.

Figure 3-1. Error.log

3-1
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https://connect.xxxxxx.com : sdoup at 3/22/2011 2:10:57 PM

Error in Path :/Pages/EditPost.aspx

Error Raw Url :/Pages/EditPost.aspx?PageName=CRM28843&Response=10
Error Message :There is no row at position 0.

Error Source :System.Data

Error Server Name : PrismWeb2

Error Stack Trace : at System.Data.RBTree 1.GetNodeBylIndex(Int32 userindex) at
System.Data.RBTree 1.get_Item(Int32 index) at System.Data.DataRowCollection.get_Item(Int32 index)
at DiscussionPage.LoadPostDetails() in d:\inetpub\wwwroot\Berthe\App_Code\DiscussionPage.cs:line
1841 at Pages_EditPost.LoadPost(String PageName, String Response) in
d:\inetpub\wwwroot\Berthel\Pages\EditPost.aspx.cs:line 54 at Pages_EditPost.Page_Load(Object
sender, EventArgs e) in d:\inetpub\wwwroot\Berthel\Pages\EditPost.aspx.cs:line 36 at
System.Web.Util.CalliHelper.EventArgFunctionCaller(IntPtr fp, Object o, Object t, EventArgs €) at
System.Web.Util.CalliEventHandlerDelegateProxy.Callback(Object sender, EventArgs e) at
System.Web.UI.Control.OnLoad(EventArgs e) at System.Web.Ul.Control.LoadRecursive() at
System.Web.UI.Page.ProcessRequestMain(Boolean includeStagesBeforeAsyncPoint, Boolean
includeStagesAfterAsyncPoint)

Error TargetSite : NodePath GetNodeBylIndex(Int32)

Figure 3-2. Portal Error E-mail Example

2. Make corrections to the page.
Determine if the file requires immediate update or can wait for the next round of updates.

4. ldentify the file for update on the next round of updates. Refer to Section 3.1.1, Identifying the
File for Scheduled Update Later, on page 3-2.

5. Ifitis achange that needs an immediate fix, update the file to the portal on both web servers.
Refer to Section 3.1.2, Identifying the File for Immediate Update, on page 3-3.

> Note: Make sure that you perform class changes or master page changes after hours if possible.

3.1.1 Identifying the File for Scheduled Update Later

The weekly file update occurs manually on Tuesday nights between 9 and 11:00 pm. You can locate all
update packages and the change log at:

= \\Prism_Share\share\Update Packages.

If you determine the file can wait for the normal scheduled update release, perform the following:
1. Fixtheerror.
2. Enter the fix in the change log.

> Note: The change log file uses the following conventions: Update_ M-D-YYY'Y.docx.
3. Acquire customer’s sign off for weekly update.
4. Copy the file to the correct directory in the update package.

Troubleshooting 3-2
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_Iolx]
‘G(j}v| | Network ¥ PRISM_SHARE ~ share v Update Packages = - [‘E]I Searc... @
| Fie Edt View Tools Hep
Organize v =8 Open ~ Burn  New folder =~ [ @
:I Name = Date modified Type | Size | |
B Desktop
o | braries J B8 HotFix_3-9-2011.7p 3/9/2011 5:33 PM WInRAR ZIP archive 106 KB
' b_/ tawni B8 Update_2-22-2011.zip 2/22/2011 4:54 PM WinRAR ZIP archive 1,024 KB
| Documents &8 update_3-1-2011.zip 3/1/20113:42PM  WInRAR ZIP archive 1,025 KB
|, Fisher BB Update_3-8-2011.7ip 3/8/2011 10:18 PM  WInRAR ZIP archive 1,068 KB
I TPrismGlobal £ Update_3-15-2011.7ip 3/15/2011 11:01 PM  WinRAR ZIP archive
J. Music ~|
Update_3-15-2011.zip Date modified: 3/15/2011 11:01 PM Date created: 3/15/2011 11:01 PM
WinRAR ZIP archive Size: 744 KB Offline availability: Not avaiable

Figure 3-3. Update Packages

3.1.2 Identifying the File for Immediate Update
If you determine the file cannot wait for the normal update release:

1. Fixtheerror.
2. Acquire customer’s sign off.
3. Enter the fix in the change log.

> Note: The change log file uses the following conventions: Update_ M-D-YYY'Y.docx.
4. Back up the server file(s).
Copy the file to the correct directory.

> Note: You can locate all FULL update packages at:
= \\IPAddress\PortalStorage\UpdatePackages

3.2 Is it an e-mail or FTP problem with the server?

If the issue is e-mail or File Transfer Protocol (FTP) related with the server perform, the following:
1. Make sure the services are running on both web servers by Remote Desktop Connection.

2. Check Internet Information Services (11S) and restart the services. Refer to 2.2, Checking the
Web Server’s Services are Running, on page 2-2.

3-3 Troubleshooting
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3.3 Does arepresentative database need updated?

iPG receives a phone call from Berthel if their representative database needs updated. If you need to
update the representative database:

1.

4.

Navigate to the C:\Sync directory, which is where the Remote Desktop Connection to
PrismSQL1 resides.

Run the RepDBSync.bat file to clear out the representative data in the database for Berthel and
SMR One and update the information with the last sent information.

Remember to synchronize on both sides. Berthel performs their own sync.
> Note: This sync runs automatically every night.

Log off the Remote Desktop Connection.

3.4 Is it a performance issue with the portal?

If the portal is running slow or there is no response from a page or other performance issue with the

portal:

1.

5.
>

Log on to the web servers and recycle the Applications Tool. Refer to Refer to Chapter 2: Basic
Processes, on page 2-1 and Section 3.4.1, Recycling the Applications Pool, on page 3-4.

If this does not provide relief, restart 11S. Refer to Section 2.3, Restarting the I1S, on page 2-4.

If this does not help, run a speed test. Refer to Section 3.4.2, Running a Speed Test, on page
3-5.

Check the Task Manager’s CPU speed.
Check the Task Manager’s network load.

Note: Additional issues are most likely page specific.

3.4.1 Recycling the Applications Pool
To recycle the Applications Pool:

1.

N o g s~ w Db

Login to the web server using a Remote Desktop Connection.
Select Start > All Programs > Internet Information Services (11S) Manager.

Select the web server.

Select Application Pools.

Select Actions > Recycling.

Perform this for both web servers.

Log off the Remote Desktop Connection.

Troubleshooting 3-4
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™ Internet Information Services {I15) Manager M=] B3

@ L 37 [-:-" b PRISMWEEL ¥ Application Pools

& - 5@ -

File  Wiew  Help

- |Z s
'Hk_—j Start Page
E|'5.1'_—:_| PRISMWEEL (PRISMWEE1'Admin

t:i Application Pools
42, FTP Sites
(] Sites

4| | »

Ready

ggl Application Pools

This page lets vou view and manage the list of application poaols
on the server, Application pools are associated with worker
processes, contain one of more applications, and provide
isolation among different applications.

Filter: - G0+ g Show Al
Nae -

rort i
‘;'!'Classic .MET AppPool Started w20
,;:.?Default.ﬁ.ppPu:u:ul Started w2, 0
L2} SMROME Started w20
%?Temp Started w2, 0
Ehva Started  w2.0
< | 0

Zonkent View

;:. Add Application Pool. ..
Set Application Pool Defaults. ..

Application Pool Tasks
Skark

B =<

Skop

e

Recycle. ..

Edit Application Pool
Basic Settings. ..
Recycling. ..

Advanced Settings. ..

Rename

)( Remove

Wiew Applications

Help
Online Help

Figure 3-4. Application Pools Recycling

3.4.2 Running a Speed Test

To run a speed test:

1. Login to the web server using a Remote Desktop Connection.

2. Open http://xxx in a browser.

3. Ifthe:

= Download speed is 15 Mbps or lower.
= Upload is 10 Mbps or lower.

4. Contact LightEdge.

Log off the Remote Desktop Connection.

3-5
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3.4.3 Checking the Task Manager’s CPU
To check the Tasks Manager’s CPU:

1. Login to the web server using a Remote Desktop Connection.
2. Right-mouse click on the Windows Task bar and select Task Manager.

3. Click the Performance tab.

4. If the CPU Usage is maxed out, click the Processes tab and turn off unnecessary processes.

il Windows Task Manager
File Options ‘iew Help

=] E3

T CPU Usage ——

— CPU Lsage Hisktary

—Physical Memory Usage Hiskory

—Physical Memory (MBY) Syskem
Total 4094 Handles 22462
Cached 3149 Threads a71
Free 161 Processes 73
Up Tirme: 287:54:32
~ Kernel Memory (ME] Page File 1143M | G442
Total 235
Paged 196
Monpaged 38 Resource Maonitor. ..

|F‘r|:u:esses: 73

(CPU Usage: 0%

|F'h§.fsi|:a| Memory: 35%:

Figure 3-5. Task Manager Performance Tab

Troubleshooting
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options  Yiew

Help

il wWindows Task Manager M=] E3

| Services I Performance I Metworking I Ilsers I

¥ show processes from all users

Image ... = I Lser Mame I ZPL | Mermnory §... I Description | =
audiodg. exe LAl .. oo 644 K indows ..
avagent.exe SYSTEM oo 3,000k Awvamar B...
avpL.exe SYSTEM oo 10,320k  Kaspersky... |
avp.exe SYSTEM oo 11,700 K  Kaspersky...

avp . Exe Adminisk,,. 00 2,040k Kaspersky...
SNECC, EXE Adminisk,,. 00 2,172k  AwamarB...
CharackerSery,.. Service... oo 5,483 K Media Se...
CIDAEMOM.EXE  SYSTEM oo 220K Indexing ...
CISWC EXE SYSTEM oo 224k Content I,
C5F55,BXE SYSTEM oo 1,368 K  Client Ser...
C5F55.EXE SYSTEM uin} g4 K Client Ser...
C5Fss. Bxe SYSTEM uin} 972K Client Ser...
dilhost, exe SYSTEM 1] 4,930 K COM Surr, .,
DMPHelpDesk. ... SYSTEM oo 1,576 K DMPHelpD...
i, exe Administ,.. 00 524 K Deskkop ...
explorer, exe Administ... 00 13,8038 K Windows .., ll

End Process |

|F‘ru:u:esses: 73

(CPU Usage: 5%

|F'h§.fsi|:al Memaory's 35%

Figure 3-6. Task Manager Processes Tab

5. Log off the Remote Desktop Connection.
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3.4.4 Checking the Task Manager’s Network Load
To check the Tasks Manager’s network load:

1. Login to the web server using a Remote Desktop Connection.

2. Right-mouse click on the Windows Task bar and select Task Manager.
3. Click the Networking tab.

il Windows Task Manager M=] B3

File Options ‘iew Help

Adapter ... = | retwork Ukiliza. , . | Link 3p. .. | Sl:atel

YLALMASS-DMZE 0.05 % 1 Ghps Connected

WLAMNGBSS-DMZ .., 0 % 1 Ghps Connected
|F‘r|:u:esses: i |CF‘LI IJsage: 7% |F'h§.fsi|:a| Memory: 36%: o

Figure 3-7. Task Manager Networking Tab
4. Restart the server.

5. Log off the Remote Desktop Connection.

3.5 Is there an outage of a portal on one or both servers?
To determine if there is an outage on one or both of the portals:

1. Remote desktop to the web servers and restart the sites in 11S. Refer to Chapter 2: Basic
Processes, on page 2-1.

2. If that does not work, ping the domain name and verify the DNS settings are pointing to the
correct place. Refer to 3.5.1, Pinging the Domain, on page 3-9.

3. If the DNS is correct, contact LightEdge and verify load balancer settings. Refer to Section 2.5,
Contacting LightEdge Technical Support, on page 2-4.

4. If both servers are out, call LightEdge.
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3.5.1 Pinging the Domain to Verify the DNS
To ping a domain and verify the DNS settings from your LOCAL computer:

1. Select Start > Command Prompt.

2. Type ping connect.berthal.com. Where the “connect server” is the server with which you are
trying to communicate.

There will be no response from the server but verify the resulting IP Address with that located on the
associated server on Section 1.2, Load Balancer Flow, on page 1-5.

> Note: You can locate on which web server you are currently attached by scrolling down in the
portal header. The name of the web server displays at the bottom of the header.

3.6 Is there an outage of the whole server or both servers?

Each site has a healthcheck.aspx file in its root directory that the load balancer checks every 5 seconds.
After two unsuccessful attempts to load this file, the site is taken offline until two successful attempts
can be made. The healthcheck.aspx page checks database and file server connection and runs on IIS.
This verifies the three main servers/services are up and running for the portal. If one of these items goes
down, such as PrismFilel, both servers could go offline. If a problem is local to one server, all traffic
will be balanced over to the other server.

> Note: Refer to Chapter 2: Basic Processes, on page 2-1 and Remote Desktop Connection to
PrismWeb1 and PrismWeb2 and verify the 1IS state.

1. Remote Desktop Connection to the PrismFilel and PrismSQL1 to verify they are both up and
running.

2. On PrismSQL1, verify the SQL server is running.

3. Remote Desktop Connection to PrismWeb1 and PrismWeb2 and verify network sharing access
to PrismFilel and PrismSql1 by typing \\PrismFilel in Windows Explorer.

= [f access to the file server is not running, restart the file or SQL server.
= If that does not help, contact LightEdge to verify firewall settings.

4. Verify Load Balancer is up and running with LightEdge.

5. Verify firewall settings with LightEdge.

6. Verify there is no outage of service with LightEdge.
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3.7 Does a deleted file need restored?

Verify if a deleted file needs to be restored. To connect to the Avamar Client and verify a backup or
recover a file:

> Note: This should only be done in emergencies.
1. Back up the files that you are overwriting before doing the restore process.
2. Login to the web server using a Remote Desktop Connection.
3. Connect to the Avamar Client. %
4. Select Actions menu and select Restore.
5. Click Continue if there is a security error.
This opens a web browser to the Avamar Web Restore GUI.

o

Acknowledge the SSL error on the site (if it appears).
7. Account: Username@/Domain (such as 004xxxx@/0042315).

8. Client Path: /Domain/SID.OrglD.clients.ava.lightedge.com (such as
/0042315/134033.004xxxx.clients.ava.lightedge.com).

= This will make more sense and correspond to your servers when you receive the backup
report.

= The report shows which server names correspond to the long Client Path name.

9. Password: password

This allows you to see files that have been backed up and are available for restore. Selecting a
file for restore downloads the file or directory to your computer as a zip file. This is best suited
for a single file or small directory restores. There is also a limit of 1GB when using the web
restore.

10. Log off the Remote Desktop Connection.
For your reference:
= 134033.004xxxx.clients.ava.lightedge.com = PRISMWEB1
= 134034.004xxxx.clients.ava.lightedge.com = PRISMVIDEOL1
= 134035.004xxxx.clients.ava.lightedge.com = PRISMFILE1
= 134036.004xxxx.clients.ava.lightedge.com = PRISMSQL1
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3.8 Does database data need to be restored?

If data in a database needs to be recovered:
1. Login to the PrismSQL1 using a Remote Desktop Connection.
Open the Avamar Client.
Select Actions menu and select Restore.
Select the database and the date of the backup you require.
Make sure to restore this data to a temporary database that you create for this restore.
Make a copy of the production database.
Copy the data out of the temporary database to the production database.

© N o o b~ 0N

Log off the Remote Desktop Connection.
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3.8.1 Creating a Production Database Backup
To create a backup of the production database:

1. Login to the web server using a Remote Desktop Connection
2. Click the SQL Server 2008 Management Studio icon on the Task bar. u

3. Click Connect. l——=
E!Eunnect to Server I

Z86Ls
Server lype: IDatahase Engine j
SErver name: FRISMSELT j
Authentication: IWindDws ALthenticatian j

Izer name: IF'FIISMSE!U A dminiztrator j

Pazzword: I

I Eemember password
Connect I Cancel | Help Optionz > >

Figure 3-8. Microsoft SQL Server 2008

4. Right-mouse click on the Database.
5. Select Tasks > Back Up.
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Database - Berthel

. Back

IS[=] B3

Select ;S Script - U Help
1 General
1 Dptions S
ource
[atabaze:

Recovery model:
Backup bupe:
|_ Copy Only Backup

B ackup component:

{* Database

~ Filez and filegroups;

Backup zet

Mame:
Dezcription:

Backup zet will expire:

IBertheI-FuII Databaze Backup

e After IEI ﬁ days
" On | a/zz/z0m =
S erver Dreztination
FRISMSALT Back up to: o £ Tape
Connection; [1:%Frogram Files', A
FPRISMSOLT Adrministrator =
¢ View connection properties Femave
- LContents
Ready
1] | -
(] I Cancel |

Figure 3-9. Back Up Database

Select the Destination Back up to Disk.
Click the Add button.

© ©® N o

Click OK twice.
10. Log off the Remote Desktop Connection.

Click the browse D icon and locate the directory under which to store the backed up database.
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